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AIM: Finding Vulnerabilities in IoT system. 
 
Step 1: First we have download the firmware name DIR300 
 
Step 2: then we will check this firmware is encrypted or not . for this we will use  
 

 Binwalk -E ‘file path’  
 After check we will know thatthis firmware is not encrypted . 

 

 
 

Step 3: after checking that firmware is not encrypted . we can extract the firmware so that we 
can use  

 ‘binwalk -e filepath’ 
 

 
 
Step 4: after extracting the firmware use 
 

 cd desktop/ cd file path/ cd squashfs-root  
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Step 5: after entering in to squashfs -root folder . we can use grep -ir telnet to know   
            location  of  password . 
 
 grep -ir telnet 
 
 location : /etc/scripts /misc/telnetd.sh 

 
Step 6:  after the getting the path of password. We can follow this path for find a password. 
 
Path : cd etc/ls/cd scripts/ls/cd misc/ls/cat telnetd.sh  
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Step 7: after follow path we can get image_ sign password file path. 

 
 Path : cd etc/ls/cd config/ls/cat image_sign . 
 
 after follow cd etc/ls/cd config/ls/cat image_sign this path we get the password  

 
 
Conclusion: The main disadvantage of this firmware is not encrypted. We can get the   
                     password  and explore any file of this device. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


