
Practical-5 
AIM : Emulation an IOT firmware using the Firmware emulator. 
 
Step 1: First, we have to download the firmware name for that we have to visit the Netgear 
website. 
 
Step 2: To download WNAP320-Firmware follow the below link. 
 

   http://www.downloads.netgear.com/files/GDC/WNAP320/WNAP320_V3.7.11.4.zip 
 

Step 3:In firmware WNAP320 we have to use the WNAP320-Firmware-Version-3-7-11-4 
version. 
 

 
Step 4:Open terminal & write ls/ cd tools/ ls firmware – analysis-toolkit Enter into cd tools for 
use of firmware analysis toolkit. 



 
 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 5: Enter into the firmware analysis toolkit we can show a list of directories in the firmware 
analysis toolkit. After that enters into fat.config file with the help of the cat command. After that, 
we can see sudo_password in fat. Config  
 
cat fat. config  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 6: Then enter into the ./fat.py file to see so many files are in the ./fat.py file. this file is 
used to gain the device to be accessible for all files & perform activities in the device. 
This fat creates an IP address to emulate the device. 
 
./fat.py ‘file path’ 



  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 7: After performing fat create that is create an IP address to emulate IoT devices. 
This IP address runs into a browser that can show a login page of the DIR-300 device. 
After entering login credentials like Username & password. Username & password shows in 
emulating process use of FAT. 
  
 

 
 
 
Step 8: After entering the Username & password we can redirect to the page of this device for 
emulating that’s IoT device. we can access files & perform any activity on this device. 



We can change or modify the data of this device. 

 
 We can show the configuration, maintenance & monitoring section on this page. we can 

perform any activity, change, or modify a file in this section. 
 
 
 
 
 
Conclusion: To perform emulation for an IOT device we can create a page of  DIR 300 firmware 
with the use of a firmware analysis toolkit. This tool kit creates an IP address for DIR300. we can 
run this IP address on the browser. We can show the page of DIR 300 then enter Username & 
password which can show in the fat emulation process. Then perform any activity, change, or 
modify file in the IoT device. In this way, we can perform emulation of IoT device.  
 
 
 

 

 

 

 

 

 


