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Experiment — 7

Aim: To capture network traffic on your machine and analyze packets to understand how data
travels over a network.

Objective: Capture and inspect network packets to understand the protocols in use and identify
potential issues in the traffic.

Theory:
Wireshark captures packets transmitted over a network and allows you to inspect them. It provides

detailed information about each packet, including source and destination addresses, protocol types,
and data payloads. Understanding this data is essential for network troubleshooting, security
analysis, and protocol development.

Used Commands in Wireshark:

1. Start Capture:
- Go to Capture > Start or use the shortcut Ctrl + E to begin capturing packets.
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No. Time Source Destination Protocol Length Info

789 18.168111 2600:140f : 280X 2401:4900: 8898 : 2@bb... 1486 80 > 50145 [ACK] Seq=226869 Ack=7751 Win=64128 Len=1412 [TCP PDU reassembled in 797]

790 18.168111 2600:140f : 280X 2401:4900:8898 :e@bb.. TCP 1486 80 > 50145 [PSH, ACK] Seq=228281 Ack=7751 Win=64128 Len=1412 [TCP PDU reassembled in 797]
791 18.168161 2401:4900: 889! 2600:140T:2800: :17c.. TCP 74 50145 > 80 [ACK] Seq=7751 Ack=229693 Win=65280 Len=0

792 18.168333 2600:140f: 2401:4900:8898 :e@bb.. TCP 1486 80 + 50145 [ACK] Seq=229693 Ack=7751 Win=64128 Len=1412 [TCP PDU reassembled in 797]

793 18.168333 2600:140f : aB0X .. 2491:4900:8898:e0bb.. TCP 1486 8@ > 50145 [PSH, ACK] Seq=231105 Ack=7751 Win=64128 Len=1412 [TCP PDU reassembled in 797]
794 18.168351 2401:4900:8898: e0bb.. 2600:140:2800: :17c.. TCP 74 50145 > 80 [ACK] Seq=7751 Ack=232517 Win=65280 Len=0

795 18.168535 192.168.0.100 192.168.0.255 upP 363 53335 > 9995 Len=321

796 18.170098 2600:140f: :17c.. 2491:4900:8898 :eBbb.. TCP 1486 80 > 50145 [ACK] Seq=232517 Ack=7751 Win=64128 Len=1412 [TCP PDU reassembled in 797]

797 18.170098

. HTTP 575 HTTP/1.1 200 OK (application/vnd.ms-cab-compressed)
798 18.170144 i

74 50145 > 80

2401:4900:8898 :

d dd481c382d3195e93ab.cab HITP/1.1
801 18.25676@ B 3 . 1486 80 » 50145 [ACK] 8 6. 141
802 18.25676@ 2600:140f: :17c.. 2401:4900:8898: 1486 8@ > 50145 [PSH, ACK] Seq=235842 Ack=80@1 Win=64128 Len=1412
803 18.256807 2401:4900:8898: .. 2600:1401:a800: :17¢.. TCP 74 50145 > 80 [ACK] Seq=8001 Ack=237254 Win=65280 Len=0
804 18.257379 2600:140f:2800: : 2401:4900:8898 : e@bb.. TCP 1486 80 > 50145 [ACK] Seq=237254 Ack=8001 Win=64128 Len=1412
805 18.257379 2600:140f:2800: : 2401:4900:8898 : 2Bbb... 1486 80 > 50145 [PSH, ACK] Seq=238666 Ack=8001 Win=64128 Len=1412

806 18.257396 2401:4900:8898: 2600:1407:a800: : 74 58145 > 80 [ACK] Seq=8001 Ack=240@78 Win=65280 Len=0
807 18.259556 2600:140f : g 2401:4900:8898: . 1486 80 > 50145 [ACK] 5eq=240078 Ack=8001 Win=64128 Len=1412

: 95 bytes wire (760 bits), bytes captured (760 bits) on interface \Device\NPF_{12C9A3A5-B2 f ff ff ff ff ff @0 ff ff cc 11 10 ff fa F3I6T
f :18), Dst: Broadcast (ff: ={fre 66 72 65 65 41 42 59 5a 02 60 @0 60 00 00 68 00  freeABYZ
00 00 @0 00 G0 00 GO 00 00 0O GO 0O 60 00 60 00
00 @0 @0 90 G0 00 GO 00 00 0O @0 00 4c 00 6O 00
00 @0 G0 @0 G0 00 B0 60 00 0O B0 00 00 00 60 00
00 90 60 00 00 00 G0 00 00 0O @0 00 00 00 60
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2. Display Filters (to filter the traffic):

- Use display filters to narrow down the captured traffic based on criteria such as IP address,
protocol, or port number.

- Example: ip.addr == 192.168.1.1 (Filters packets to or from a specific IP address).

Source Destination Protocol Length Info
192.168. ICMP 590 Destination unreachable (Fragmentation needed)
Refresh NB CODEINECASKET<8@>
36890 + 9995 Len=321
Refresh NB CODEINECASKET<@@>
Refresh NB CODEINECASKET<@@>
36890 > 9995 Len=321

wire (4720 bits), 590 bytes captured (4720 bits) on interface \Device\NPF_|
ServercomPri_@c:22:40 (78:bb:c1:0c:22:40), Dst: ASUSTekCOMPU_81:c3:83 (58:11:
Protocol Ver 192.168.1.1, Ds -168.1.6
Internet Control Message Protocol

m3.C3
VoioDo 2w!}/]

QamER

Source Destination Protocol Length Info
2401: 898:e@bb.. 2404:6800: TCP 4 50043 > 80

:4900: :e0bb. 80 > 50043 [FIN, Win=1052 Len=0
:6800: 50043 ~ 80 [ACK] Seq=2 Ack=2 Win=255 Len=@
z140f: 86 50145 > 80 [SYN] Seq=0 Win=65535 Len=0 MS5=1432 WS=256 SACK_PERM
:4900: 86 80 > 50145 [SYN, ACK] Seq=0 Ack=1 Win=64800 Len=0 MSS=1440 SACK_PERM WS=128
:140f: 74 50145 » 80 [ACK] Seq=1 Ack=1 Win=65280 Len=0
:140f: 324 GET /d/msdowunload/update/others/2021/01/33356787_6b964b07151d3046d2c549a1d3f61141af23bbd8. cab HTTP/1.1
:4900: 74 80 > 50145 [ACK] Seq=1 Ack=251 Win=64640 Le
:4900: 1486 80 + 50145 [ACK] Seq=1 Ack=251 Win=64640 Len=1412 [TCP PDU reassembled in 289]
:4900: 1486 80 + 50145 [PSH, ACK] Seq=1413 Ack=251 Win=64640 Len=1412 [TCP PDU reassembled in 289]
:4900: 1486 80 ~> 50145 [ACK] Seq=2825 Ack=251 Win=6464@ Len=1412 [TCP PDU reassembled in 289]
:4900: 1486 80 > 50145 [PSH, ACK] Seq=4237 Ack=251 Win=64640 Len=1412 [TCP PDU reassembled in 289]
z140f: 74 50145 > 80 [ACK] Seq=251 Ack=5649 Wi )
:4900: 1486 80 > 50145 [ACK] Seq=5649 Ack=251 Wi 412 [TCP PDU reassembled in 289]
:4900: 435 HTTP/1.1 200 OK (application/vnd.ms-cab-compressed)
:140f: 74 50145 > 80 [ACK] Seq=251 Ack=7422 Win=65280 Len=0
:140f: 324 GET /c/msdownload/update/others/2021/01/33356784_31f6eaf6d5437d3e77008352229b58168ae2a3b6.cab HTTP/1.1
:4900: 1486 80 + 50145 [ACK] Seq=7422 Ack=501 Win=64512 Len=1412 [TCP PDU reassembled in 299]
.470241 E :4900: :e0bb. 80 > 50145 [PSH, ACK] Seq=8834 Ack=501 Win=64512 Len=1412 [TCP PDU reassembled in 299]

Frame 180: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{1. 78 bb 0 8 60 08
Ethernet II, Src: ASUSTekCOMPU_ (58:11:22:81:¢3:83), Dst: S Pri_o 40 (78:bb:c1:0 b8 5 00 3 4 9 00 5 18
Internet Protocol Version 6, Src: 2401:4900:8898:e@bb:c518:bfdf:7ech:dbba, Dst: 2404:6800:4002:811::2003 bf df 7e
Transmission Control Protocol, Src Port: 50043, Dst Port: 80, Seq: 1, Ack: 1, Len: 0 00 00 00

]

® B wireshark EthemetiZGJ22.pcapng Packets: 2520 - Displayed: 1063 (42. Profile: Default
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3. Stop Capture:

- Go to Capture > Stop or press Ctrl + E to stop the capture.

Capiure Analyze Statistics
| @ Options

D Stop

‘ﬂ Restart

Capture Filters...

4. Export Packet Capture:

Telepho

Ctrl+E

Ctrl+R

- Go to File > Export Packet Dissections > As Plain Text to save captured packets for later analysis.

File Edit View Go Capture Analyze Statistics

Open

Open Recent

Merge...

Import from Hex Dump...
Close

Save

Save As...

File Set

Export Packet Dissections

Export PDUs to File...
Strip Headers...

Export TLS Session Keys...
Export Objects

Print...

Quit

Export Specified Packets...

Ctrl+0O

Ctri+W

Ctrl+5

Ctrl+Shift+5

Ctrl+P

Ctrl+Q

Destination
. 2494 :6800:4002:811:... TCP

Telephony Wireless Tools Help
FIEE aaQ

Protoco

As "C" Arrays...
As PSML XML...
As PDML XML...

As JSON...

DD ...
2491:49500:8898:e0bb...
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Conclusion: By capturing and analyzing network packets with Wireshark, we gain insights into
data transmission, protocols, and potential network issues. Filtering traffic helps focus on specific
IPs, protocols, or ports for detailed inspection. Understanding captured packets is crucial for
troubleshooting, security monitoring, and protocol analysis. Wireshark serves as a powerful tool
for network analysis and diagnostics.
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