IOT NETWORKS AND PROTOCOLS

Experiment 5
AIM:
To study basic router configuration using packet tracer
Objective:
To create, understand and demonstrate router configuration by using packet tracer
Materials Required:
· A computer with an active network connection (Windows, macOS, or Linux)
· Packet tracer software application installed
Procedure, Output and Observations
Router configuration:
· Click on Network devices, click on routers, select the 1841 router and place it
· Click on end devices, select the pc and place it
· Click on the router, in the physical tab, turn off the router, then there will be a WIC-2T serial connector, drag it to any one of the slots and turn on the router as shown 
[image: ]
· Click on switch to turn off (green light will turn off)
· Drag the connector as shown
[image: ]
· [bookmark: _Hlk173252016]Click on the switch to turn on the router, and it should look like this
[image: ]
· [bookmark: _Hlk173252042]Click on CLI tab and type no for the prompt (Would you like to enter the initial configuration dialog)
[image: ]
· [bookmark: _Hlk173252059]Press return and Type “show ?” to check list of all commands
[image: ]
· [bookmark: _Hlk173252078]Type “show version” to check version
[image: ]
· [bookmark: _Hlk173252093]The router has 3 modes 1)User mode 2)privilege mode 3)global configuration mode. By default we are in user mode(“>” in front of router indicates user mode), to switch to privilege mode type “enable”. It will show a Hash in front of the router in CLI
[image: ]
· [bookmark: _Hlk173252130]Click on connections select the console wire and connect console of router with RS 232 of PC.
 [image: ]
    [image: ]

· [bookmark: _Hlk173252157]Click on PC, go to desktop, open terminal and your settings should look like this
[image: ]
· [bookmark: _Hlk173252179]Now click on router and go to CLI tab, type “config t” to enter global configuration mode. It should show config in front of the router.
[image: ]
· [bookmark: _Hlk173252188]Type “hostname Indus” to change the name of the router as shown
[image: ]
· [bookmark: _Hlk173252198]Type “banner motd #Do not enter without permission#” to create and display the message before login.
[image: ]
· [bookmark: _Hlk173252208]Hover on the router to note its fastEthernet number and serial number like this (we will be using it later).
[image: ]
· [bookmark: _Hlk173252238]Go to router’s CLI again and type “interface FastEthernet0/0” to configure that interface.
 [image: ]
· [bookmark: _Hlk173252265]Type the following: 
      [image: ]
      [image: ]
· We have interfaced the router, now we will move towards security configuration. Type “exit” to get out of interface.
      [image: ]
· Type the following to setup password for setting password for user mode.
[image: ]
· Now type exit again. It wil take you to the message that we set up earlier and password which we also set up earlier.
[image: ]
· Enter the password cisco (the typed password will not be visible when you type it). It should allow you to access user mode.
[image: ]
· Now enter the configuration mode again and type “enable secret cisco1”
[image: ]
· Exit 2 times to get out of user mode.
[image: ]
· When pressing enter it will ask for password to user mode which is “cisco”. Then we type en (short for enable) to enter privilege mode. This will again ask for password which is “cisco1”.
[image: ]
· We will enter configuration mode and type “line vty 0 4” and set up password “class” then type login and exit 2 times again.
   [image: ]
       [image: ]
· To save the changes to memory type “wr” (short for write) 
[image: ]
· Type “show running-config” to see all configurations
[image: ]
[image: ]
[image: ]
· Conclusion: The experiment demonstrates basic router configuration between a router and a PC. Understanding the configuration is crucial for network administration and troubleshooting.
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Would you like to enter the initial configuration dialog? [ves/no]: no

Press RETURN to get started!
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Router>show 2

arp Arp table
cdp CDP information

class-map Show QoS Class Map

clock Display the system clock

controllers  Interface controllers status

cxypto Encrypion module

dot1l IEEE 202.11 show information

flash! display information about flash: file system
frame-relay  Frame-Relay information

nistory Display the session command history

nosts 1P domain-name, lockup style, nameservers, and host table
interfaces Interface status and configuration

ip 1P information

ipve 1pvé information

11ap LLDP information

policy-map Show QoS Policy Map

pepOC PPEOE information

privilege Show current privilege level

protocols Active necwork routing protocols

queue Show queue contents

queueing Show queueing configuration

sessions Information about Telnet connections

ssn Status of SSH server connections

top Status of TCP connections

terminal Display terminal configuration parameters
users Display information about terminal lines
version System hardware and software status

vian-switch  VIP VIAN status
vtp Configure VLAN database
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Router>show version
Cisco 105 Software, 1841 Software (Cl841-ADVIPSERVICESKsS-M), Version 12.4(15)T1,
(£c2)

Technical Support: http://waw.cisco.com/Techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

ROM: System Bootstrap, Version 12.3(8x)T8, RELEASE SOFTWARE (£cl)

System returned to ROM by power-on
System image file is "flash:clsél-advipserviceskS—mz.124-15.T1.bin"

This prouct contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

2 summary of U.S. laws governing Cisco cryptographic products may be found at:
ntep://ui. cisco. com/wwl/export/crypto/tool/stqrg. html

1f you require further assistance please contact us by sending email to
export@eisco.com.

Cisco 1841 (revision 5.0) with 114638K/16384K bytes of memory.
Brocessor board ID FTX0947218E

1560 processor: parc number 0, mask 49

2 FastEthernet/IEEE 802.3 interface(s)

2 Low-spesd serial(sync/async) network interface(s)

191K bytes of NVRAM.

€3488K bytes of ATA CompactFlash (Read/Write)

Configuration register is 0x2102

RELEASE SOFTWARE
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Router>enable
Router#
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Routerfconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)
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Router (config) #hostname Indus
Indus (config) #
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Indus (config)#banner motd #Do ROt enter without permissiond
Indus (config)#
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Indus (config) #interface FastEthernet0/0
Indus (config-if)#
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Indus(config-if)#ip address 192.168.1.1 255.255.255.0
Indus (config-if)#no shutdown

Inaus (config-if)§
+LINK-5-CHANGE

Interface FastEthernet0/0, changed state to up
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Indus(config-if) #interface Serial0/0/0
Indus (config-if) #ip address 192.168.2.1 255.255.255.0
Indus (config-if)#no shutdown

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Indus (config-if) 3
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Indus (config-if)fexit

Indus (config)#]
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Indus (config) #line console 0
Indus (config-line) fpassword cisco

Indus (config-line) #login

Indus (config-line) fexit

Indus (config) fexit

Tnaust

$5YS-5-CONFIG_I: Configured from console by console

Tndus$
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Indusfexit

Indus con0 is now available

Press RETURN to get started.

Do not enter without permission

User Access Verification

Password:
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Password:

Indus>
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Indus=en
Inaustcontig ©

Enter configuration commands, one per line. End with CNTL/Z.
Indus (config) #enable secret ciscol
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Indus (config) #exit
Tnaust
$5YS-5-CONFIG_I: Configured from console by console

Indusfexic

Indus con0 is now available

Press RETURN to get started.
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Do not enter without permission
User Access Verification

Password:

Indus>en
Password:
Indusé
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Indus#config ©
Enter configuration commands, one per line. End with CNTL/Z.
Indus (config) #line vey 0 4

Inaus (config-line) #password class

Indus (config-line)#login
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Indus (config-line)#exit
Indus (config) fexit

Inaust

£SYS-3-CONFIG_I: Configured from console by console

Indusi
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Indus#wr
Building configuration...
[0K]

Indusé|
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Indus#show running-config
Building configuration...

Current configuration : 853 bytes
version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encrypeion

nostname Indus

enable secret 5 $1SmERrSq.MA2T.WEpTzvbify/li.

no ip cef
no ipve cef
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interface FastEthernet0/0
ip address 192.163.1.1 255.255.255.
duplex auto

spesd auto

interface FastEtherneto/1

no ip adaress

duplex auto

spesd auto

shutdown

interface Serialo/0/o

ip address 192.168.2.1 255.255.255.
clock rate 2000000

interface Serialo/o/1

no ip adaress

clock rate 2000000

shutdown

interface Vianl

no ip adaress

shutdown

ip classless

ip flow-export version ©

banner motd “CDo not enter without permission’C

line con 0
password cisco
login

line aux 0
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line vey 0 4
password class
login

end

Tndus$




